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CERTIFICATE OF REGISTRATION
Information Security Management System - 1S0/IEC 27001:2013

CenturyLink Communications LLC dba
Lumen Technologies Group

The scope of the ISO/IEC 27001:2013 certification is limited to the information security management system (ISMS)
supporting the global managed services, global colocation services, IP VPN services (including Transport), Edge Compute
(Edge Bare Metal), and managed security services (MSS), including the DDOS and SLM services, and is in accordance with the
statement of applicability, version 15.0, dated March 1, 2022.
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Certificate Number: 1361865-14

In-Scope Location(s)

Location

Broomfield Office Facility and Main Location of the ISMS

1025 Eldorado Boulevard
Broomfield, Colorado 80021
United States

Ashburn Gateway and Operations Facility

44633 Guilford Drive
Ashburn, Virginia 20147
United States

St. Louis Office Facility
1 Solutions Parkway

Town and Country, Missouri 63017

United States

Littleton Office Facility
700 West Mineral Avenue
Littleton, Colorado 80120
United States

Monroe Office Facility
100 CenturyLink Drive
Monroe, Louisiana 71203
United States

Singapore Office Facility
3Irving Road

Tai Seng Centre

6th Floor

Singapore, 36952-2000
Singapore

Tokyo Office Facility
2-5-1 Atago
Minato-Ku

Tokyo, 105-6217
Japan

Amsterdam Data Center
Stekkenbergweg 4
Amsterdam Zuidoost, 1105 AJ
Netherlands

CONDITIONS & LIMITATIONS:

w N =

Function / Role

Colocation Services, IP VPN Services, and MSS

Managed Services and MSS

HR, Corp IT, Operations, Managed Services Support,

Procurement, Legal

Operations and Managed Services

HR, Corporate IT, Managed Services

HR, Operations, Managed Services, Procurement

HR, Operations, Managed Services, MSS, Procurement)

Colocation Services and IP VPN Services
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. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2013 during the period of certification.
This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman & Company, LLC
. I1SO/IEC 27001:2013 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be

construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.
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v

The information in this document is provided “AS IS, without warranties of any kind. Schellman & Company, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.
. This certificate is the property of Schellman & Company, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman & Company, LLC



Certificate Number: 1361865-14

In-Scope Location(s)

Location Function / Role

Berlin Data Center Colocation Services and IP VPN Services
Gradestrasse 60

Berlin, 12347

Germany

Brussels Data Center Colocation Services and IP VPN Services
Avenue Léon Grosjean 2

Brussels, 1140 Evre

Belgium

Dusseldorf Data Center Colocation Services and IP VPN Services
Connecta Park, In der Steele 37A

Dusseldorf, 40599

Germany

Frankfurt Data Center Colocation Services and IP VPN Services
Risselsheimer Strasse 22

Frankfurt, 60326

Germany

Hamburg Data Center Colocation Services and IP VPN Services
Suderstrasse 198

Hamburg, 20537

Germany

London 1 Data Center Colocation Services and IP VPN Services
6 Braham Street

London, E1 8EE

United Kingdom

London 2 Data Center Colocation Services and IP VPN Services
Moreland House, 260-265 Goswell Road

London, EC1V 7EB

United Kingdom

London 4 Data Center Colocation Services, IP VPN Services, and MSS
London Docklands, 240 East India Dock Road

London, E14 9YY

United Kingdom

Munich Data Center Colocation Services and IP VPN Services
Wamslerstrasse 8

Munich, 81829

Germany
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CONDITIONS & LIMITATIONS:

&> W oo
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. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2013 during the period of certification.

This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman & Company, LLC

. I1SO/IEC 27001:2013 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be

construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.
The information in this document is provided “AS IS, without warranties of any kind. Schellman & Company, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.

. This certificate is the property of Schellman & Company, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman & Company, LLC



Certificate Number: 1361865-14

In-Scope Location(s)

Location

Paris Data Center

Le Capitole, 55 Avenue des Champs Pierreux

Paris, 92012 Nanterre
France

Atlanta Data Center

180 Peachtree Street Northwest
4th Floor

Atlanta, Georgia 30303

United States

Aurora Data Center
14200 East Jewell Avenue
Aurora, Colorado 80012
United States

Austin Data Center
4207 Smith School Road
Austin, Texas 78744
United States

Baltimore Data Center

300 West Lexington Street
Baltimore, Maryland 21201
United States

Boise City Data Center
619 West Bannock Street
4th Floor

Boise, Idaho 83702
United States

Boston Data Center

300 Bent Street

Cambridge, Massachusetts 02141
United States

Bothell Data Center

22722 29th Drive Southeast
Bothell, Washington 98021
United States

CONDITIONS & LIMITATIONS:

> W

v

Function / Role

Colocation Services

Colocation Services

Edge Compute

Colocation Services

. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2013 during the period of certification.
This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman & Company, LLC

. ISO/IEC 27001:2013 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be
construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

Colocation Services and IP VPN Services

Edge Compute and Colocation Services

Edge Compute and Colocation Services

Managed Services, Colocation Services, MSS, and Edge
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The information in this document is provided “AS IS’, without warranties of any kind. Schellman & Company, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.
. This certificate is the property of Schellman & Company, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman & Company, LLC



Certificate Number: 1361865-14

In-Scope Location(s)

Location

Charlotte Data Center

5001 Airport Center Parkway
Charlotte, North Carolina 28208
United States

Charlotte Data Center

4021 Rose Lake Drive
Charlotte, North Carolina 28217
United States

Chicago (Canal Street) Data Center
111 North Canal Street

Chicago, lllinois 60606

United States

Chicago (Kingsbury Street) Data Center
900 North Kingsbury Street

1st Floor

Chicago, lllinois 60610

United States

Chicago Data Center
2101 Roberts Drive
Broadview, IL 60155
United States

Cincinnati Data Center
400 Pike Street
Cincinnati, Ohio 45202
United States

Cleveland Data Center
4000 Chester Avenue
Cleveland, Ohio 44103
United States

Dallas Data Center
3180 Irving Boulevard
Dallas, Texas 75247
United States

CONDITIONS & LIMITATIONS:

w N =

Function / Role

Colocation Services

Edge Compute

Colocation Services

Colocation Services and MSS

Edge Compute

Edge Compute and Colocation Services

Colocation Services

Edge Compute, Colocation Services, and MSS
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. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2013 during the period of certification.
This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman & Company, LLC
. ISO/IEC 27001:2013 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be

construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.
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The information in this document is provided “AS IS’, without warranties of any kind. Schellman & Company, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.

. This certificate is the property of Schellman & Company, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman & Company, LLC



Certificate Number: 1361865-14

In-Scope Location(s)

Location

Denver Data Center
1850 Pearl Street
Denver, Colorado 80203
United States

Detroit Data Center
1965 Porter Street
Detroit, Michigan 48216
United States

El Paso Data Center

501 West Overland Avenue
El Paso, Texas 79901

United States

Emeryville Data Center
5000 Hollis Street
Emeryville, California 94608
United States

Garden City Data Center

71 Clinton Road

Garden City, New York 11530
United States

Herndon Data Center
524 Van Buren Street
Herndon, Virginia 20170
United States

Houston Data Center
12001 North Freeway
Houston, Texas 77060
United States

Indianapolis Data Center
1902 South East Street
Indianapolis, Indiana 46225
United States

Jacksonville Data Center
4814 Phillips Highway
Jacksonville, Florida 32207
United States

CONDITIONS & LIMITATIONS:

w N =

Function / Role

Edge Compute and Colocation Services

Edge Compute

Edge Compute

Colocation Services

Colocation Services

Edge Compute and Colocation Services

Edge Compute and Colocation Services

Colocation Services

Edge Compute
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. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2013 during the period of certification.
This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman & Company, LLC
. ISO/IEC 27001:2013 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be

construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.
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The information in this document is provided “AS IS’, without warranties of any kind. Schellman & Company, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.
. This certificate is the property of Schellman & Company, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman & Company, LLC



Certificate Number: 1361865-14

In-Scope Location(s)

Location

Kansas City Data Center
1212 East 19th Street
Kansas City, Missouri 64108
United States

Lachine (Montreal) Data Center
4825 Francois Cusson

Lachine, QC, H8T1V

Canada

Las Vegas Data Center

1 Aerojet Way

North Las Vegas, Nevada 89030
United States

Little Rock Data Center
300 South Gaines

Little Rock, Arkansas 72201
United States

Los Angeles Data Center

818 West 7th Street

Suite 1100

Los Angeles, California 90017
United States

Madison Data Center

710 East Mifflin Street
Madison, Wisconsin 53703
United States

McLean Data Center
1755 Old Meadow Road
McLean, Virginia 22102
United States

Metairie Data Center
3220 Lausat Street
Metairie, Louisiana 70001
United States

CONDITIONS & LIMITATIONS:

> W

v

Function / Role

Edge Compute

Edge Compute

Edge Compute

Edge Compute

Edge Compute

Edge Compute

. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2013 during the period of certification.
This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman & Company, LLC

Colocation Services and MSS

Colocation Services and MSS
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. ISO/IEC 27001:2013 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be
construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

The information in this document is provided “AS IS’, without warranties of any kind. Schellman & Company, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.

. This certificate is the property of Schellman & Company, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman & Company, LLC



Certificate Number: 1361865-14

In-Scope Location(s)

Location Function / Role

Miami (5th Street) Data Center Edge Compute and Colocation Services
49 Northwest 5th Street

Miami, Florida 33128

United States

Miami (9th Street) Data Center Colocation Services
50 Northeast 9th Street

Miami, Florida 33132

United States

Minneapolis Administrative Facility Managed Services and MSS
70 West 4th street

St. Paul, Minnesota 55102

United States

Minneapolis Data Center Colocation Services
511 11th Avenue South

Minneapolis, Minnesota 55415

United States

Minnetonka (5480) Data Center Edge Compute and Colocation Services
5480 Feltl Road

Minnetonka, Minnesota 55343

United States

Minnetonka (5500) Data Center Colocation Services
5500 Feltl Road

Minnetonka, Minnesota 55343

United States

Nashville Data Center Colocation Services
2208 9th Avenue North

Nashville, Tennessee 37208

United States

Nashville Data Center Edge Compute
2990 Sidco Drive

Nashville, Tennessee 37204

United States

New York City (8th Avenue) Data Center Colocation Services and MSS
111 8th Avenue

New York, New York 10011

United States
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CONDITIONS & LIMITATIONS:

. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2013 during the period of certification.
This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman & Company, LLC

w N

. I1SO/IEC 27001:2013 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be
construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

»

The information in this document is provided “AS IS, without warranties of any kind. Schellman & Company, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.

. This certificate is the property of Schellman & Company, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman & Company, LLC
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Certificate Number: 1361865-14

In-Scope Location(s)

Location

New York City (10th Avenue) Data Center

85 10th Avenue

Suite 600

New York, New York 10011
United States

New York City (26th Street) Data Center
601 West 26th Street

New York, New York 10001

United States

Omaha Data Center
6805 Pine Street
Omaha, Nebraska 68106
United States

Orlando Data Center

380 South Lake Destiny Road
Orlando, Florida 32810
United States

Osaka Data Center

1-26-1 Shinmachi Nishi-ku
Osaka City, Osaka, 550-0013
Japan

Philadelphia Data Center

401 North Broad Street

Suite 310

Philadelphia, Pennsylvania 19108
United States

Phoenix Data Center and Office Facility
811 South 16th Street

Phoenix, Arizona 85034

United States

Pittsburgh Data Center

143 South 25th Street
Pittsburgh, Pennsylvania 15203
United States

CONDITIONS & LIMITATIONS:

w N =

Function / Role

Colocation Services

Edge Compute and Colocation Services

Edge Compute and Colocation Services

Colocation Services

Managed Services and Colocation Services

Edge Compute and Colocation Services

Edge Compute and IP VPN Services

Edge Compute and Colocation Services
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. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2013 during the period of certification.
This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman & Company, LLC
. ISO/IEC 27001:2013 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be

construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.
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The information in this document is provided “AS IS’, without warranties of any kind. Schellman & Company, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.
. This certificate is the property of Schellman & Company, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman & Company, LLC



Certificate Number: 1361865-14

In-Scope Location(s)

Location Function / Role

Portland Data Center Edge Compute
1335 Northwest Northrup Street

Portland, Oregon 97209

United States

Reno Data Center Edge Compute
220 Gardner Street

Reno, Nevada 89503

United States

Rochester Data Center Colocation Services
150 Mile Crossing Boulevard

Rochester, New York 14624

United States

Sacramento Data Center Edge Compute and Colocation Services
1075 Triangle Court

West Sacramento, California 95605

United States

Salt Lake City Data Center Managed Services, Colocation Services, and Edge
5035 W Harold Gatty Drive Compute
Salt Lake City, Utah 84116

United States

San Antonio Data Center Edge Compute and Colocation Services
5130 Service Center Drive

San Antonio, Texas 78218

United States

San Diego Data Center Edge Compute and Colocation Services
8929 Aero Drive

San Diego, California 92123

United States

Santa Clara Data Center Edge Compute and Colocation Services
3045 Raymond Street

Santa Clara, California 95054

United States

Seattle Data Center Edge Compute and Colocation Services
1000 Denny Way

Seattle, Washington 98109

United States
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CONDITIONS & LIMITATIONS:

. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2013 during the period of certification.
This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman & Company, LLC

w N

. I1SO/IEC 27001:2013 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be
construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

»

The information in this document is provided “AS IS, without warranties of any kind. Schellman & Company, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.
. This certificate is the property of Schellman & Company, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman & Company, LLC
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Certificate Number: 1361865-14

In-Scope Location(s)

Location Function / Role
Southfield Data Center Colocation Services
19675 West Ten Mile Road

Floors 2-3

Southfield, Michigan 48075

United States

Spokane Data Center Edge Compute
501 West 2nd Avenue

Spokane, Washington 99201

United States

St. Louis Data Center Edge Compute and Colocation Services
1015 Locust Street (3rd Floor)

Saint Louis, Missouri 63101

United States

Stamford Data Center Colocation Services
21 Harborview Avenue

Stamford, Connecticut 06902

United States

Sunnyvale Data Center Colocation Services
1380 Kifer Road

Sunnyvale, California 94086

United States

Tampa Data Center Edge Compute and Colocation Services
7909 Woodland Center Boulevard

Tampa, Florida 33614

United States

Toronto Data Center Edge Compute and Colocation Services
8 Garamond Court

Toronto, Ontario, M3C 174

Canada

Tustin Data Center Edge Compute and Colocation Services
14452 Franklin Avenue

Tustin, California 92780

United States
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CONDITIONS & LIMITATIONS:

. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2013 during the period of certification.
This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman & Company, LLC
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. ISO/IEC 27001:2013 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be
construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

»

The information in this document is provided “AS IS’, without warranties of any kind. Schellman & Company, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.
. This certificate is the property of Schellman & Company, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman & Company, LLC
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Certificate Number: 1361865-14

In-Scope Location(s)

Location

Urban Honolulu Data Center
550 Paiea Street

Honolulu, Hawaii 96819
United States

Vancouver Data Center
555 West Hastings Street
Suite 2406/1480
Vancouver, BC, V6B 4N5
Canada

Weehawken Data Center

300 Boulevard East
Weehawken, New Jersey 07086
United States

Hong Kong Data Center
F10 33 Chun Choi St
Tseung Kwan O Ind. Est.
Hong Kong

EMEA Office Facility and IP VPN POP Site (Denmark)
Sydvestvej 100

Horskaetten 3

Copenhagen, 2600

Denmark

EMEA Office Facility and IP VPN POP Site (L'Hospitalet)
Hopsitalet de Llobregat

Jose Agustin Goytisolo, 37-39, 08908

Spain

EMEA Office Facility and IP VPN POP Site (Madrid)
Calle de Yecora 4

28022, GND, PECO

Madrid

Spain

EMEA Office Facility (Sweden)
Kistagangen 16A 5TR 1591E and 1591F
Kista

Sweden

CONDITIONS & LIMITATIONS:

w N =

Function / Role

Edge Compute

Edge Compute

Colocation Services

Colocation Services

IP VPN Services

IP VPN Services

IP VPN Services

IP VPN Services

. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2013 during the period of certification.
This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman & Company, LLC

construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

»

the implied warranties of merchantability and fitness for a particular purpose.

v
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. ISO/IEC 27001:2013 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be
The information in this document is provided “AS IS’, without warranties of any kind. Schellman & Company, LLC expressly disclaims any representations and warranties, including, without limitation,

. This certificate is the property of Schellman & Company, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman & Company, LLC



Certificate Number: 1361865-14

In-Scope Location(s)

Location

EMEA Office Facility and IP VPN POP Site (Switzerland)
Aargauerstrasse 10

Zurich, 8048

Switzerland

EMEA Office Facility and IP VPN POP Site (Poland)
17B Postepu Str

Warsaw, 26760

Poland

EMEA Office Facility and IP VPN POP Site (Leigh)
Moss Industrial Estate, St Helens Rd

Leigh, WN 7 3PT

United Kingdom

EMEA Office Facility and IP VPN POP Site (Redwood 3)
Redwood 3, Basingstoke

Chineham Business Park

Chineham, RG24 8WB

United Kingdom

EMEA Office Facility and IP VPN POP Site (Oakwood)
Oakwood, Basingstoke

Chineham Business Park

Chineham, RG24 8WB

United Kingdom

EMEA Office Facility and IP VPN POP Site (Birmingham)
Unit 15 Duddeston Mill Trading Estate

Birmingham, B8 1AP

United Kingdom

Hong Kong MSS Facility

22 Chun Cheong St

Tseung Kwan O Industrial Estate, 99999
Hong Kong

Singapore MSS Facility

20 Ayer Rajah Crescent, 139964
Singapore

CONDITIONS & LIMITATIONS:

w N =

Function / Role

IP VPN Services

IP VPN Services

IP VPN Services

IP VPN Services

IP VPN Services

IP VPN Services

MSS

MSS

Page 13 of 13

. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2013 during the period of certification.
This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman & Company, LLC
. ISO/IEC 27001:2013 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be

construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.
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the implied warranties of merchantability and fitness for a particular purpose.
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The information in this document is provided “AS IS’, without warranties of any kind. Schellman & Company, LLC expressly disclaims any representations and warranties, including, without limitation,

. This certificate is the property of Schellman & Company, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman & Company, LLC



